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1	Introduction
As part of TR 23.799, it was agreed that at least issues related to N2 stickiness should be addressed in rel-15. 
The architecture should support mechanisms to avoid issues caused by the persistence ("stickiness") of UE-specific associations on at least N2.
NOTE 1:	Solutions should be developed during normative phase.
NOTE 2:	Other reference points may be considered.
Here we propose a solution for the above requirement.
2	Background
During the last SA2#118bis and SA2#119 preparation telco(s), solutions were broadly categorized into 2 approaches (Reference for the summary: Cisco_AMF_change_stickiness_status_v1.pdf):
1) Category 1: temp ID identifies serving AMF instance, Temp ID update deferred until next NAS interaction to avoid waking up the UE; re-direction to serving AMF within pool if UE connects to non-serving AMF after Temp ID change.
2) Category 2: Temp ID/5G-GUTI does not identify the serving AMF instance (but the AMF pool in some proposals). Serving AMF is dynamically discovered (at CM-IDLE to CM-CONNECTED transition, upon explicit indication from AMF to RAN to release UE-specific association or potentially per NAS transaction). Different proposals for dynamic AMF discovery (by dedicated query to centralized repository or by forwarding the N2 message to the actual serving AMF within the AMF pool)
We believe that 3GPP should specify the necessary “tools” that can allow both categories of solutions to (co-)exists in deployments.
How those principles can be addressed while still allowing for both solution categories to be supported is summarized in the next section.
2	Solution overview
The key idea for supporting both categories of solutions is to enable the RAN to support two selection mechanisms: (1) to select a specific AMF instance directly (as needed for Category 1) and (2) to select an AMF randomly (as proposed in Category 2).
To achieve this it is proposed to include both an AMF group ID and an AMF instance ID in the Temp ID that is assigned to a UE but to enable the RAN to use this information in two different ways when selecting an AMF:
1)	RAN uses both the AMF group ID and AMF instance ID to directly forward N2 messages to the denoted AMF.
2)	RAN only uses the AMF group ID and selects one of the AMFs for this group randomly (taking load information into account)
Whether (1) or (2) is to be used by the RAN is controlled by the AMF (on AMF instance level) as follows. 
The AMF indicates to the RAN whether a Temp ID pointing to itself (i.e. where AMF group ID + AMF instance ID match the AMF’s identity) should be used for direct forwarding of N2 messages or, alternatively, if random AMF selection should be performed.
It is worth noting that the reason for including an AMF instance ID in the Temp ID also for case (2) above is to enable the Core Network to find the AMF instance, which holds the UE’s context. This is covered in Section 3.8.
3	Detailed solution principles
3.1	Overview
The following aspects will be covered in the remaining sections:
-	Requirements for the Temporary ID
-	AMF control of AMF selection method in the RAN
-	AMF selection for UEs transitioning from CM-IDLE to CM-CONNECTED
-	Per-UE N2 association removal / AMF reselection during CM-CONNECTED mode
-	AMF redirection
-	Handling of other AMF interfaces
-	UE Context Retrieval by the AMF
-	Temporary ID reassignment
-	Network slicing considerations
3.2 	Temporary ID requirements
Following are some points of consideration for temporary ID assignment:
1) In order to support unified authentication framework, the temporary ID assigned by AMF should be common to 3GPP and non-3GPP access. The same temporary ID can be used to access a single security context for the UE.
2) Temporary ID should include information to locate the registered UE context within the network. 
3) if no information to locate the registered UE context is included then a full authentication with the home network needs to be run each time the UE comes back from idle. This should be avoided. 
4) if the temp id cannot be resolved in the network this will have privacy implications as it necessitates the UE sending a long-term identifier. 
Editor’s Note: The privacy solutions have not been decided yet by SA3, But solutions for protecting the long-term identifier may involve contacting the home network. They may also meet with LI restrictions. 
Editor’s Note: SA3 has not decided yet whether the security context will be kept at the AMF co-located with the SEAF, or whether the SEAF will be a separate logical entity. In the latter case, the temporary id needs to allow identifying the SEAF storing the security context, too.
Temporary ID should support the following requirements:
1)	Uniquely identify the UE and its context within the AMF pool.
2)	Identify the pool of AMFs (= AMF Group ID).
3)	Identify the AMF instance.
4)	Implementation specific information included by an AMF
NOTE: 	The implementation specific information within the temporary ID may be used by an AMF to include a pointer to the data storage (e.g. DSF) where UE context is located. However the data storage may be located either within the NF or outside the NF. 
Editor’s note: How the Temp ID is encoded (e.g. whether any of the above items can be grouped or encoded as individual pieces of information) within the Temporary ID is a Stage 3 decision.
Proposal 1: Temporary ID should include information to identify the UE, locate the registered UE context, identify the pool of AMFs, identify a specific AMF instance and allow for AMF implementation specific information to be included.
3.3	AMF control of AMF selection method in the RAN
As hinted in section 2, the AMF indicates to the RAN whether a Temp ID pointing to itself (i.e. where AMF group ID + AMF instance ID match the AMF’s identity) should be used for direct forwarding of N2 messages (“Direct forwarding Mode”) or, alternatively, if random AMF selection within a group of AMFs should be performed (“Random selection mode”). 
The RAN stores this per-AMF configuration and applies it for subsequent selections of an AMF for UEs sending an initial NAS message (i.e. UEs transitioning from IDLE to CONNECTED mode) as outlined in the next section.
Proposal 2: An AMF shall be able to control the AMF selection method (direct forwarding or random selection mode) in the RAN for its own AMF group ID + AMF instance ID. 
3.4	AMF selection for UEs transitioning from CM-IDLE to CM-CONNECTED
The RAN evaluates the AMF group ID and AMF Instance ID provided by the UE in the initial NAS message. Two cases need to be differentiated depending on the mode that the related AMF (the AMF identified by AMF group ID + AMF instance ID) has previously indicated to the RAN.
Option 1 – “N2 Direct forwarding mode”:
If the AMF identified by AMF group ID + AMF Instance ID indicated “N2 direct forwarding mode” to the RAN, the RAN forwards the N2 message to the AMF group ID + AMF Instance ID contained in the Temp ID.
Option 2 – “N2 Random selection mode”:
If the AMF identified by AMF group ID + AMF Instance ID indicated “N2 random selection mode” to the RAN, the RAN only uses the AMF Group ID within the temporary ID provided by the UE for selecting an AMF randomly (taking load information into account) from the denoted AMF pool.
Proposal 3: The RAN shall support two modes for AMF selection for UEs transitioning from CM-IDLE to CN-CONNECTED: N2 direct forwarding mode (where the related N2 message is forwarded to the AMF group ID + AMF Instance ID in the Temp ID) and N2 random selection mode (where the RAN selects an AMF randomly (taking load information into account) from the AMF pool indicated by the AMF Group ID in the Temp ID.
3.5	N2 association handling in CM-CONNECTED mode / N2 association removal
In CM-CONNECTED mode the RAN generally uses the AMF group ID and N2AP-ID to address the correct AMF serving the UE.
However, at any point in time, when AMF wants to explicitly remove the N2 association for a given UE that it is serving (e.g. after a certain N1/N2 transaction), AMF sends “hybrid release” to the RAN to indicate N2 is released but N3 is still active for this UE.
Based on hybrid release notification, RAN knows that the previous AMF instance is not serving the given UE anymore thus it deletes the N2AP ID from UE context within RAN and it also remembers that AMF instance ID within the temporary ID should not be used for subsequent transactions for the given UE. 
Thus, for subsequent N1/N2 transaction, RAN uses the AMF group ID only to select the correct AMF pool. It may then select any AMF instance (taking load information into account).
When the UE is in connected mode, as long as the AMF instance serving the UE has not sent hybrid release for an UE, RAN uses the AMF group ID and N2AP-ID to address the correct AMF serving the UE.
Proposal 4: In CM-CONNECTED mode the RAN uses the AMF group ID and N2AP-ID to address the correct AMF serving the UE. If an AMF wants to explicitly remove the N2 association for a given UE, AMF sends hybrid release to the RAN to indicate N2 is released but N3 is still active for the given UE. Explicit removal of the N2 association requires the RAN to reselect an AMF instance at the next N1/N2 interaction.
3.6 	Support for AMF Redirection
AMF redirection is needed to support various cases including:
-	For AMFs that are operating in random selection mode race conditions (due to concurrent UL and DL transactions) can occur which may lead to the RAN randomly selecting an AMF which is actually not serving the UE. This requires the wrongly selected AMF to redirect the message to the correct AMF.
NOTE: 	How to determine that a different AMF is already serving the AMF is up to implementation (e.g. using the opaque data store).
-	The UE context of an AMF operating in direct forwarding mode may have migrated the UE context but the Temporary ID of the UE may not have been updated yet.
Two methods are proposed for redirection:
a) Triangular redirection - Wrong AMF forwards the N1/N2 transaction to the correct serving AMF and the serving AMF respond to RAN. This will result in different N2AP connection being used for both request and response. To support this, the request forwarded from the wrong AMF to the serving AMF contains the N2AP reference received from the (R)AN. Then the serving AMF provides the N2AP reference in the response to the (R)AN. Thus, the (R)AN can correlate the 2 N2AP “connections” and understand that the N2AP “connection” with the serving AMF replaces the one with the wrong AMF.
b) Redirect via RAN - Wrong AMF responds to RAN with the identity of the correct AMF to (R)AN and (R)AN forwards the N1/N2 transaction to the correct AMF. This will result in 2 request/response for the same transaction.
Proposal 5: AMF redirection is supported by either triangular redirection or via RAN. (If both or only one option should be supported is FFS).
3.7	Handling of other AMF interfaces
When the AMF serving a given UE changes or if an AMF decides to not serve a given UE anymore (by removing the UE-specific N2 association), other CN CP NFs may need to be informed.
Upon a change of AMF within the same AMF Group, the AMF 
-	updates other peer control-plane functions it is interacting with (i.e. SMF, AUSF, UDM, PCF) immediately about the new AMF Instance ID; or
-	informs other peer control-plane functions about the new AMF Instance ID as part of the next AMF initiated transaction towards those control-plane functions only; or
-	In case of the SMF, sends an explicit indication to the SMF to release the N11 association “hybrid release”. In this case, the SMF shall reselect an AMF instance at the next AMF terminated transaction initiated by the SMF. For CP NFs other than SMF, AMF does not inform immediately regarding the release. So, the other CP NFs (e.g. UDM, AUSF, PCF) send the AMF terminated UE specific requests to previously known serving AMF and that results in redirection from previously known AMF to correct serving AMF. AMF redirection supported as in section 3.6. or
-	may decide to not update other CN CP NFs immediately but instead redirect AMF terminated MT/UE specific requests which reach the previous AMF to the new AMF and update other CN CP NFs about the new AMF Instance ID as part of responding to the request. AMF redirection supported as in section 3.6.
NOTE: 	The SMF is assumed to know the AMF group ID of the UE based on which it can select the AMF.
Proposal 6: Informing other CN CP NFs about a change of AMF is supported by immediate explicit messaging, as part of the next AMF initiated transaction towards those CP NFs, by AMF to AMF redirection or, for the N11 interface, AMF can release the N11 association (“N11 Hybrid release”) towards SMF that results in subsequent AMF reselection by the SMF.
Proposal 7: SMF keeps track of AMF identifier which is a combination of AMF Group ID and AMF Instance ID to help identify the AMF pool and the correct AMF instance.
3.8	UE Context Retrieval by the AMF
An AMF may not have the UE’s context when receiving a message for a specific UE. This can occur in various scenarios, including:
-	The UE context may be stored separately from the AMF (e.g. in the opaque data store).
-	Different AMF implementations may be deployed in the same AMF pool where some may operate in N2 direct forwarding and others in N2 random selection mode. Upon a UE transitioning from CM-IDLE to CM-CONNECTED (and if the UE’s previous AMF was operating in random selection mode), then the RAN may select a different AMF implementation in the same pool.
UE context retrieval is supported as follows:
-	An AMF can use the information contained in the UE’s temp ID and it may use implementation specific means for retrieving the UE context (e.g. using a separate opaque data store).
-	Otherwise the AMF uses the AMF Group ID + AMF Instance ID contained in the UE’s Temp ID and retrieves the context from the denoted AMF.
Proposal 8: An AMF can use the information contained in the UE’s temp ID and it may use implementation specific means for retrieving the UE context (e.g. using a separate opaque data store). Otherwise the AMF uses the AMF Group ID + AMF Instance ID contained in the UE’s Temp ID and retrieves the context from the denoted AMF.
3.9	Temporary ID reassignment
Reasons for changing the Temporary ID in the context of change of AMF and N2 persistence include:
1. Change of AMF Pools.
2. Change from one AMF to another within the same AMF Pool in case the involved AMFs are operating in N2 direct forwarding mode. In this case, the AMF can delay updating the UE about its new temporary ID until the next NAS with this UE.
3. Change from one AMF implementation to another in the same AMF Pool.
NOTE: 	If an AMF is operating in N2 random selection mode, then changes of the AMF within the same pool do not require AMF to reassign a new Temporary ID.

Proposal 9: If an AMF is operating in N2 direct forwarding mode, AMFs delays updating the UE about its new Temporary ID until the next NAS transaction with this UE. If an AMF is operating in N2 random selection mode, then changes of the AMF within the same pool do not require AMF to reassign a new Temporary ID however change of AMF pools will require reassignment of new Temp ID.
3.10	Network slicing considerations
The UE should be able to obtain same set of services irrespective of the mode used for AMF selection indicated by an AMF to the RAN. Thus, the same service level criteria (NSSAI value) will be used for selecting an AMF. This implies that all AMFs in a pool support similar capabilities and services from network slice perspective. 
Proposal 10: The mode used for AMF selection indicated by an AMF to the RAN is agnostic to the UE. This implies that all AMFs in a pool support similar capabilities and services from network slice perspective. 
4) 	Way Forward
It is recommended to endorse the following solution principles: 

Proposal 1: Temporary ID should include information to identify the UE, locate the registered UE context, identify the group of AMFs, sub-group of AMFs, identify a specific AMF instance in the sub-group and allow for AMF implementation specific information to be included. 
Note: An AMF group is assumed to be able to support the same network slices. An AMF sub-group is assumed to be a preferred set of AMFs that can interpret the same opaque UE context.
Proposal 2: An AMF shall be able to control the AMF selection method (N2 direct forwarding or N2 random selection mode) in the RAN for its own AMF group ID, subgroup of AMFs + and AMF instance ID.
[bookmark: _GoBack]Proposal 3: The RAN shall support two modes for AMF selection for UEs transitioning from CM-IDLE to CN-CONNECTED: N2 direct forwarding mode (where the related N2 message is forwarded to the AMF group ID, subgroup ID + AMF Instance ID in the Temp ID) and N2 random selection mode (where the RAN selects an AMF randomly, (taking load information into account) from the AMF pool indicated by the AMF Group ID+AMF subgroup ID in the Temp ID. As an alternative, AMF may assign a temporary ID with toggle bits to allow the RAN to determine whether RAN should use selection based on AMF instance within the temporary ID or not. Whether one or both mechanisms will be supported is FFS.
Proposal 4: the RAN node may have a UE-specific association on N2, or not. If the RAN node has a UE-specific association on N2 it uses direct forwarding; if it does not, then it uses N2/AMF random selection. NGC shall be able at any time to release the UE-specific association on N2 without releasing N3. In CM-CONNECTED mode the RAN uses the AMF group ID + AMF sub-group ID and N2AP-ID to address the correct AMF serving the UE. When the AMF is in “random selection mode” If an AMF wants tocan explicitly remove the N2 association for a given UE, AMF sends hybrid release to the RAN to indicate N2 is released but N3 is still active for the given UE. Explicit removal of the N2 association requires the RAN to reselect an AMF instance at the next N1/N2 interaction. When the AMF is in “direct forwarding mode”, an AMF can update the RAN with the N2AP-ID for the new serving AMF directly.
Proposal 5: AMF redirection is supported by either triangular redirection or via RAN. (If both or only one option should be supported is FFS).
Proposal 6: AMF may either update other CP NFs interfacing with the AMF immediately upon AMF change, or other CP NFs will contact the previously known AMF for sending a request and eventually AMF redirection happens. On N11, AMF can also send “N11 hybrid release” notification to subscribed SMFs to indicate that the AMF is not serving a given UE anymore. 
Informing other CN CP NFs about a change of AMF is supported by immediate explicit messaging, as part of the next AMF initiated transaction towards those CP NFs, by AMF to AMF redirection or, for the N11 interface, AMF can release the N11 association (“N11 Hybrid release”) towards SMF that results in subsequent AMF reselection by the SMF.
NOTE: 	As an optimization, in some cases, (e.g. the AMF is being taken out of operation and it is not serving any UE for a period of time), it may send a “per AMF hybrid release” indication on N11 to SMF. In this case, for subsequent transactions, SMF will remove the specific AMF instance and for subsequent MT/UE specific transactions, it selects an AMF from the pool identified by AMF Group ID + sub-pool ID. In this case, when the AMF returns to operation, it needs to send a “setup” indication to indicate that it is back in operation thus available for MT/UE specific transaction.
Proposal 7: SMF keeps track of AMF Group ID, sub-group ID and AMF Instance ID to help identify the AMF pool and the correct AMF instance.
NOTE: 	The AMF Group ID, sub-group ID and AMF Instance ID maintained by the SMF can be formatted in the form of FQDN.
Proposal 8: An AMF can use the information contained in the UE’s temp ID and it may use implementation specific means for retrieving the UE context (e.g. using a separate opaque data store). Otherwise the AMF uses the AMF Group ID + AMF Instance ID contained in the UE’s Temp ID and retrieves the context from the denoted AMF.In case an AMF needs to retrieve the UE context it can use implementation specific means or alternatively retrieve the UE context from the AMF indicated in the UE’s Temp ID. 
Proposal 9: If an AMF is operating in N2 direct forwarding mode, AMFs delays updating updates the UE about with its new Temporary ID until during the next NAS transaction with this UE. If an AMF is operating in N2 random selection mode, then changes of the AMF within the same AMF sub-group do not require AMF to reassign a new Temporary ID; however, change of AMF sub-groups will require reassignment of a new Temp ID.
Proposal 10: The mode used for AMF selection indicated by an AMF to the RAN is agnostic to the UE. This implies that all AMFs in a group support similar capabilities and services from network slice perspective
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